Thuc hanh Mang may tinh

LAB 4.2: GIAO THUC ARP

M6 hinh mang

Bang dia chi IP

000
ﬂ _________ 1 J‘-"-H' ________
== 1841 PC-FT
Server-FT Router Host BC
Eagle Server

Device IP Address ‘ Subnet Mask

Eagle Server 192.168.10.5 255.255.255.0

Host PC 192.168.6.x 255.255.255.0

Muc tiéu

e Surdung Iénh arp.

e Phan tich hoat dong cua giao thirc ARP bang Wireshark.

Kién thirc can nam

Giao thuc ARP duoc sir dung trong mé hinh TCP/IP dé 4nh xa mot dia chi IP ¢ tang 3

dén mot dia chi vat ly (MAC address) cua tang 2. Khi mot frame dit lidu truyén thong

trén mang, n6 can c6 mot dia chi vat 1y dich. Dé ty dong thu thap dugc dia chi MAC cua

thiét bi dich, thiét bi nguén s& quang b4 mot ARP request ra toan mang LAN. Thiét bi co

dia chi IP dich duoc tim kién s& tra 16i va dia chi MAC s& duoc luu trong bo dém ARP

cache v&i muc dich truy van nhanh cho 1an sau. Mdi thiét bj trén mang LAN c6 mot ARP

Cache cua riéng chira két qua truy van ARP. Cac két qua truy van luu trir trong ARP

cache chi ton tai trong mot thoi gian nhat dinh va s& bi x6a di néu khong duoc sir dung.

Vi du, thoi gian miac dinh nay trén hé diéu hanh Windows 1a 120 giay.

Noi dung thuc hién

Tac vu 1: Sw dung Iénh arp

Budcl: Truy nhap vao man hinh ché d¢ dong lénh ciia Windows.
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Click chon Start | Run, g6 cmd, nhan Enter dé vao ché do dong Iénh cua Windows. Tai

may ctia minh, sinh vién thyc thi lénh arp dé tim hiéu y nghia cing cac tham s6 cua lénh.

Hinh 4.2.1: Ca phap lénh arp

Théng qua viéc tim hidu hudng dan cua lénh, tra 1o cac cau hoi sau:

Lénh nao duoc st dung dé hién thi tit ca cac muc trong ARP cache?

Trang 2



Thuc hanh Mang may tinh

Lénh nao duoc st dung dé xda tat ca cac muyc trong ARP cache?

Lénh nao duoc st dung dé x6a muc luu cho dia chi 192.168.10.5 trong ARP cache?

Budc 2: Dung lénh arp dé kiém tra thong tin luu trir trong ARP cache.
Néu trén may hién tai chua truyén théng véi thiét bi ndo thi bo dém ARP cache s& rdng,

két qua hién thj trong tu nhu hinh 4.2.2:

C:\>» arp -a

Ho ARP Entries Found

Hinh 4.2.2: ARP cache réng.

Sinh vién thuc thi 1énh arp —a tai may tinh, két qua c6 dugc la gi? Giai thich

Buéc 3: Str dung Iénh ping dé cap nhat tu dong cac dia chi MAC vao bo dém ARP cache.
Théng qua viéc truy cap thiét bi khac, ARP s& duoc thyuc thi dong thoi dé thém cac dia
chi MAC vao bo dém ARP cache.
e Truéc hét suir dung lénh ipconfig /all dé xac nhan cac thong tin cia may tinh &
tang 3 va tang 2.

e Thuyc thi Iénh ping dén mot may tinh khac cing mang, tuong tu nhu hinh 4.2.3:

C:\> ping 192.168.6.110

Pinging 192.168.6.110 with 32 bytes of data:

Reply from 192.168.6.110: bytes=32 time<lms TTL=128
Reply from 192.168.6.110: bytes=32 time<lms TTL=128
Reply from 192.168.6.110: bytes=32 time<lms TTL=128
Reply from 192.168.6.110: bytes=32 time<lms TTL=128
Ping statistics for 192.168.6.110:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = Oms, Average = 0Oms
C:\>

Hinh 4.2.3: Lénh Ping dén mgt may
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e Thuc thi lénh arp —a, két qua s& thdy dia chi MAC cia may tinh vira ping téi, nhu

hinh 4.2.4:
C:\> arp -a
Interface: 192.168.6.101 --- 0x60004
Internet Address Physical Address Type
192.168.6.110 00-10-a4-7b-01-5f dynamic
C:\>

Hinh 4.2.4: Két qud cua hién thi ARP cache.
Cac muc ARP chtra dia chi MAC duoc thém vao ARP cache bang cach nao? (Cha y két
qua tai cot Type).

bia chi vat ly cua may tinh dich la gi?

Néu c6 nhiéu muc ARP, dién két qua vao bang sau:

bia chi IP Dia chi vat ly Cach thirc thém vao ARP cache

e Ngurng viéc truyén thong vai may tinh vira réi, cho khoang 2 dén 3 phat va kiem
tra ARP cache mot lan nira.
C6 phai dia chi MAC cua may tinh dich bi x6a khdng? Giai thich?

e Thuc hién 1énh ping dén Default Gateway (192.168.6.3). Kiém tra c4c muc trong
ARP cache.

bia chi vat ly cua Default Gateway la gi?

Pia chi IP Dia chi vat ly Céch thac thém vao ARP cache

e Thuc hién 1énh ping dén www.dlu.edu.vn va xem két qua hién thi cac muc cua

ARP
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Cho biét Pia chi vat ly caa www.dlu.edu.vn la gi?

Tac vu 2: Phan tich hoat dgng giao thuc ARP
Buéc 1: Cu hinh Wireshark dé bat goi tin.

e Click Capture | Options.

e Chon Interface trong trng véoi mang LAN.

e Chon muc Update list of packet in real time.

e Click Start

Buréc 2: Chuan bi dé bat cac frame cua giao thirc ARP.

e Vao ché do dong lénh, click Start | Run, gé cmd va nhan Enter.

e Sir dyng lénh arp —a dé kiém tra trong ARP cache di luu dia MAC cua Eagle
Server chua? Néu dd cd rdi, sinh vién khong truyén thong véi may nay trong
khoang 120 gidy dé x6a dia chi khoi ARP cache.

Buéc 3: Bit va danh gia qua trinh trao d6i cua ARP.

Trong budc nay, cac ICMP request s& duoc giri toi Eagle Server, két hop ding Wireshark
dé bat va danh gia qué trinh hoat dong cua giao thuc ARP.

ChU V: Néu khéng xéa dwoc dia chi cia Eagle trong ARP cache, sinh vién thec hién ping
dén mét may khac trong mang dé phan tich giao thic ARP.

e Thyc hién lénh ping dén Eagle Server, ping eagle-server.example.com.

e Dung Wireshark va quan sat cac goi tin bat dugc. Két qua twong ty nhu hinh 4.2.6,
trong danh sach cac goi tin bat duoc cé giao thirc ARP.

e Dua trén két qua thuc té, tra loi cac cau hoi sau:

Goi tin ARP dau tién 1a gi?
Gai tin ARP thtr hai la gi?
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ARP captures.pcap - Wireshark

File Edit View Go Capture Analyze Statistics Help

»@ %58/ Bevoss/EE aaan a

|Fi|e: "C:\Documents and Settings\Owner. GW-DESKTOP-HOM\Desktop\Eagle 1\Chapter 9\ARP captures.pcap” 518 Bytes 00:00: 10

B @ & &
Eilter:l * Expression... Clear Apply
Mo, - Time Source Destination Protocol | Info o
c Intel_ac:a’:b Broadcast .16. c s Te J2.16.
2 0.000621 Cisco_cf:66:40 Intel_ac:a7:6a ARP 172.16.255.254 1s at 00:0c:85:cf:66:40 L
3 0.000627 172.16.1.1 172.16.255.254 ICMP Echo (ping) reguest 3
4 0.001334 172.16.255.254 172.16.1.1 IcMP  Echo (ping) reply
5 10.901052 172.16.1.1 192.168., 254, 254 ICMP Echo (ping) reguest
6 10.903549 192.168.254.254 172.16.1.1 ICMP Echo (ping) reply [
[(] 11l | [)]
® Frame 1 (42 bytes on wire, 42 bytes captured)
® Ethernet II, Src: Intel_ac:a7:6a (00:16:76:ac:a7:6a), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
= Address Resolution Protocol (reguest)
Hardware type: Ethernet (0x0001)
Protocol type: IP (0Ox0800)
Hardware size: 6
Protocol size: 4
opcode: request (0x0001)
sender MAC address: Intel_ac:a7:6a (00:16:76:ac:a7:6a)
sender IP address: 172.16.1.1 (172.16.1.1)
Target MAC address: 00:00:00_00:00:00 (00:00:00:00:00:00)
Target IF address: 172.16.255.254 (172.16.255.254)
—

Hinh 4.2.6: Qué trinh truyén tin ciia ARP khi ding Wireshark bar durorc.

e Pién vao bang cac thong tin cia goi ARP dau tién:

Field Value

Sender MAC address

Sender IP address

Target MAC address

Target IP address

e Dién vao bang cac thong tin cua goi ARP thir hai:

Field Value

Sender MAC address

Sender IP address

Target MAC address

Target IP address

Trong frame ARP request (duoc gui broadcast ra mang), tai sao truong Target MAC

address c0 tat ca cac bit mang gia tri 0?
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Thuc hién lai 1énh ping t6i Eagle Server dong thoi bat goi. Két qua c6 bat dugc goi tin

nao cua ARP khong ? Tai sao?

Thuc hién Iénh ping tdi mot may ngoai internet (vi du www.google.com.vn) ddng thoi bat

g6i. Két qua co bat dugc goi tin ndo cua ARP khéng ? Giai thich két qua?
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